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Standard Operating Procedures for 

  Requesting Access to DESC Automated System Applications

1. General

1.1. Personnel requiring access to DESC Automated System applications will submit their requirement for system access using DLA Form 1811 (System Access Request).  This operating procedure is not applicable to requests for access to the DLA /DESC local area network (LAN).
1.2. DoD 5200.28 (Security Requirements for Automated Information System (AIS) mandates that all individuals requiring access to any DoD AIS have a National Agency Check (NAC).  
1.2.1. At the present time, the only Command or Installation level Fuels Automated System (FAS) Enterprise Server (FES) users that require ADP Level II clearance are those users that are responsible for maintenance of the USAF Line-of-Accounting table data in the FES.  DESC System Administrators, program developers, and IA personnel may also require ADP Level I or Level II depending on their responsibilities.  All other Command and Installation level users require ADP Level III.
1.2.2. DESC System access will be restricted to only users with valid requirements for access to the application based on job responsibilities.  

2. DESC System Access Request Submission Process:

2.1. DLA Form 1811, System Access Request Process:

2.1.1. Users can obtain the DLA Form 1811 in Form Flow or PDF format, and the DLAH Form 1728 or DISA Form 41 in Form Flow using the links at the DESC Web page, (http://www.desc.dla.mil/DCM/DCMPage.asp?pageid=480).   The Form Flow option should be used if Form Flow is available to the requestor.  The PDF version will also allow the requestor to type in required information to the writable PDF form. There is also a link at the FES web site that will allow the user to print off a blank DLA Form 1811; the form will have to be typed if this option is used.  To obtain a blank DLA Form 1811 at the FES web site, go to https://www.feshub.desc.dla.mil and click on “Login” and through the pop-up messages until you reach the logon screen; then click the appropriate hot link to open and print the form.

2.1.2. Complete DLA Form 1811 according to instructions contained in Attachment 1.   The requestor’s supervisor and TASO must sign the DLA Form 1811.  

Note: if the requestor’s supervisor is also their unit’s TASO, then someone higher in the individual’s chain of command must sign the supervisor block.  The same individual cannot sign both the supervisor block and TASO block.
2.1.3. Contractors and Foreign Nationals are required to provide additional documentation along with the DLA Form 1811 to verify that the required background check/NAC has been completed.  Use the appropriate form as indicated below.

2.1.3.1. DLA or DESC Sponsored Contracts:  Complete the DLAH Form 1728 per instructions at Atch 2. DLA Security will use this form to verify/document that the appropriate background check has been completed.  If necessary, DLA Security will instruct the individual to provide any additional documents required to initiate and complete the required background check.  The requestor must compete any additional documents and return them to DLA Security promptly.  DLA Security will initiate the required background check and will complete Part 2 of the DLAH Form 1728 once the appropriate background check has been completed. 

2.1.3.2. Service Sponsored Contracts: Complete the DISA Form 41 per instructions at Atch 3.  The appropriate service Security Office/Provost Marshal must complete Part 2 of the DISA Form 41 to verify the required background check has been completed.

2.1.3.3. Foreign Nationals must attach one of the above documents, an official letter signed by the US Government Security Manager, or a copy of the individual’s background check from the US Embassy.  The document must indicate the type/level of security clearance granted, date clearance was granted, and the granting agency.
2.1.4. Forward the completed DLA Form 1811 and required supporting documents to the appropriate DESC Sponsor or Service Representative as shown in Attachment 4.

2.2. The Sponsor/Service Representative will review the DLA Form 1811 to ensure it is annotated with the appropriate user information, DODAAC(s), and Permissions.  The Sponsor/Service Representative will forward the form along with supporting documentation to the DESC Security Team for processing.

2.3. Once the DESC Information Assurance Officer (IAO) approves the request, it will be forwarded to the appropriate account administrator responsible for that DESC System.

2.4. The account administrator for that system will establish the user account and inform the user of their user ID and initial password via separate e-mails.  The new user will need to change their password once they log into the system. 

2.5. Password Policy and Maintenance:  The majority of DESC automated system users are located on DOD installations or on a US Government Local Area Networks (LAN).  This group of users should follow local procedures concerning password policy and maintenance.  All other DESC automated system users must review and implement the DLA password policy and maintenance guidance, which can be found at the following web site: https://today.dla.mil/onebook/process/35.htm.   
3. Modifications to existing FES User Accounts:  

3.1. The following procedures apply should it become necessary to add or delete DoDAACs and/or FES user permissions to an existing user account or when deploying to a temporary duty location.  Paragraph 4 below provides procedures for reassignment of user accounts if a system user is moving to a new permanent duty station where they will continue to require access to the DESC System(s) but for different DoDAACs and/or permissions.  

3.1.1. Submit a DESC help desk request clearly stating the DoDAAC(s) and FES user permissions they want added or deleted from their user account. The email address for the DESC help desk is helpdesk@desc.dla.mil.  The help request must include the system user’s name, user ID, telephone number, and email address.

3.1.2. The DESC Help Desk will log the request, assign a tracking number, and forward the help request according to the internal Help Desk/ASG procedures to the appropriate DESC Sponsor/Service Representative as indicated in attachment 4 to this SOP.  The Help Desk will also notify the requestor of the help ticket number and status.

3.1.3. The DESC Sponsor/Service Representative will validate the modification request and if they concur with the request, will forward it to the DESC Security Team for approval and processing.

3.1.4. The DESC System Account Administrator will notify the requestor via email once their user account has been modified or if the request is disapproved.  They will also notify the DESC Help Desk so the help ticket can be closed out.

3.2. Temporary Duty Assignments:  Submit a DESC Help Desk request to add DoDAACs or user permissions to an existing user account when deploying to a temporary duty assignment where system access is required.  The help request must indicate the user’s name, user ID, email address and phone number at the temporary duty location, DoDAAC(s) and permissions required at the temporary duty location. Also indicate the length of the temporary duty assignment if known.

4. DESC System Account Deactivation, Reassignment, and Deletion:
4.1. Deactivation:  When a DESC System user is moving to a new duty station where they will continue to require DESC System access but for a different DoDAAC or user permissions, they must submit a DESC help desk request prior to departing their current duty station.  The help desk request must state the following:  “Deactivate User Account Pending Reassignment to a New Duty Location.”  The help request must also indicate the user’s name, user ID, and DoDAAC at their current duty station.

4.2. Reassignment: When a user arrives at the new duty location, they must submit a reassignment notification using a DLA Form 1811.   Place an “X” in the Block 1 “Reassigned/Moved” box.  Also indicate the DoDAAC(s) and permissions that should be deleted and/or added to the user’s account.  The supervisor and TASO at the new duty station must sign the appropriate blocks indicated in the instructions at Atch 1.    

4.3. Deletion:  DESC must be notified when the user no longer requires access to a system or when the user moves to a new duty location where they will no longer require system access.  To do this, the user must submit a DLA Form 1811 with an “X” in the “Delete” box of block 1. (See Atch 1 instructions) 

5. How to Obtain Help With User Accounts:  

5.1. System users must contact the DESC Help Desk for questions/problems concerning your account, or to have your password reset if you experience system lockout.  (Note:  Three incorrect logins will result in system lockout for most DESC applications).  The DESC Help Desk can be reached by calling 1-800-446-4950 or DSN: 697-6736/37/38; on line at either of the two DESC web sites shown in paragraph 2 above; or via e-mail at helpdesk@desc.dla.mil.

6. Responsibilities:

6.1. Supervisor:  The requestor’s supervisor will review DESC System Access Requests.  The supervisor will validate the requestor’s personal data and their need for system access, and then submit the request to the DESC Sponsor/Service Representative.  The supervisor must sign requests submitted via DLA Form 1811.

6.2. TASO:  The unit or organization TASO is responsible to validate that the requestor has been approved locally for access to an Automated Information System indicating they have the appropriate ADP level (reference Para 1.2.1 above).  The TASO must complete and sign the DLA Form 1811 per instructions at Atch 1 and if applicable the DISA Form 41 block 34 per instructions at Atch 3.

6.3. DESC Sponsor/Service Representative:  The DESC Sponsor/Service Representative will review the system access request and validate the types of permissions and DoDAACs the requestor has indicated on the request.  The sponsor/service representative will then forward the request to the next level. 

4 Attachments:

1. Instructions for completing DLA Form 1811, and example 

2. Instructions for completing DLAH Form 1728, and example 

3. Instructions for completing DISA Form 41, and example

4. DESC Sponsor/Service Representatives

Approved:  

///////Signed///////

MICHAEL D. BRODERICK 

Director, Change Management 

Defense Energy Support Center 

Attachment 1:  DLA Form 1811 -System Access Request, Instructions and Example
I. The following blocks of the DLA Form 1811 must be completed.  The form should be typed; however, if hand-written ensure writing is clearly legible.  
Block 1:
Place an “X” in the appropriate box as follows:

1. “New User” for all initial requests for system access 

2.  “Reassigned/Moved” if you have moved to a new duty station and will continue to require system access at the new duty station.  You must also indicate the DoDAAC(s) and user permissions to be deleted or added for the new duty station in block 10a below. 

3. “Delete” if you will no longer need system access

Block 2:
Enter user ID if you already have access to the system and are requesting modification or closure to your user account.

Block 3:
Last Name, First Name, Middle Initial (and Rank if military) of individual requiring access.  

Block 4:

Enter Date of Birth, MMDD format


Block 5:  

Enter Office Symbol (if applicable)

Block 6a: 

Enter Commercial Phone Number (Area Code + 7 digit number)

Block 6b:

If available, enter DSN number

Block 7a:
Place an “X” in the appropriate box.  If non-US citizen enter the country of your citizenship.

Block 7b:

Enter SSAN of person requiring system access

Block 7c:
Place an “X” in the appropriate box  (Note: Contractors and Foreign Nationals must also submit one of the three forms of documentation as shown in Para 2.1.3 of this procedure. 

Block 7d:
Enter Business Mailing Address

Block 8a:
Enter type of background investigation completed for the individual.  This block need not be completed if user is a contractor or foreign nationals since either the DISA Form 41 or the DLAH Form 1728 is required for these individuals to document the background check. 

Block 8b:
Enter the date the background investigation was completed.  Not required for contractors or foreign nationals.

Block 8c:
 Signature of the local Security Officer/Provost Marshall.   Not required for contractors or foreign nationals.

Block 9:

Leave Blank

Block 10a:
Enter the DESC System(s) or applications you are requesting access to.  Also indicate the DoDAAC (s) and type of permissions required by the user in the performance of their job, i.e. Fuel Seller permissions are required for fuels personnel who process fuels transactions to FES, Fuel Buyer type permissions are required for financial personnel who need to validate fuel purchases, generate financial reports, etc.  AF Line of Accounting write permission is required by Air Force financial personnel responsible for maintenance of the AF LOA table in FES.  

Note 1:  If more than five DoDAACs are required, please type them to an Excel spreadsheet and attach a copy to the DLA Form 1811. The spreadsheet should also be emailed to the appropriate Service Representative/DESC Sponsor as shown in Atch 4.  If additional DoDAACs are attached or forwarded via email, indicate that by entering “see attached DoDAAC list” or “see email dated…” in this block. 
 
Note 2: the Requestor should contact the appropriate Service Representative for assistance if unsure of the DODAAC(s) and/or user permission needed.

Block 10b:  
The requestor’s FAX number and e-mail address must be entered here.     (Note:  The email address is required, as the individual will be notified via separate emails of their user ID and password.)  This block may also be used if more space is needed to list additional applications or user permissions providing the information can be neatly and legibly entered in the additional space provided.  
Block 10c:
Blank


      Block 11: 
Enter printed/typed name of Unit TASO.

Block 11a:  Enter Unit TASO’s phone number and email address.  

Block 11b: Enter date of TASO’s signature

Block 11c: TASO must sign this block

Block 12:  
Enter printed/typed name of individual’s supervisor.

Block 12b:
Enter supervisor’s phone number and email address

Block 12c:  
Date of Submission

Block 12d:
Supervisor must sign this block

Note:  The names in blocks 3 (requestor), block 11 (TASO), and block 12 (supervisor) must all be different.  A TASO cannot sign the DLA Form 1811 for their personal system access request.   If the requestor’s supervisor is also their unit’s TASO, then someone else must sign the supervisor block higher in their chain of command.  The same individual cannot sign the supervisor block and TASO block.  For contractors that work in DESC, the supervisor block must be signed by the government supervisor. 

Block 13: 

 DESC IAO will complete this area if the request is approved.  

DLA Form 1811; Example: 

[image: image1.jpg]FOR OFFICIAL USE ONLY

SYSTEM ACCESS REQUEST

THIS FORM IS REQUIRED FOR ALL DLA/NON-DLA PERSONNEL REQUESTING ACCESS TO AND DELETION FROM A DLA AUTOMATED INFORMATION SYSTEM
(AIS). IF USER IS TO BE DELETED, COMPLETE USERID, NAME, AND SYSTEM TO BE DELETED FROM. ONLY ONE USER PER FORM.
SEND COMPLETED FORM TO INFORMATION SYSTEM SECURITY OFFICER (1SS0).

PRIVACY ACT STATEMENT

AUTHORITY: Executive Order 10450. 50 U.S.C. 781, et seq. DLA Privacy Act System Notice $500.50 , Access & BadgingRecords, applies.

PRINCIPAL PURPOSE(S):  Personal information on this form is used to grant the individual access to a sensitive DLA Automated Information System (AlS), The provided information

is used to ensure that only authorized personnel have access to this system

ROUTINE USE(S) Information from this systerm may be disclosed for any of the DLA blanket routine uses

DISCLOSURE: Disclosure of information on this form is voluntary. However, if the information is not provided, system access will be denied. Sensitive but Unclassified

1. TYPE OF ACTION REQUIRED (X" cne)

E NEW USER D USER WITH ASSIGNED USERID D DELETE USER I:‘ REASSIGNED/MOVED

(input USERID In Block 2 below,)

OFFICE SYMBOLS

FROM 70
2. USERID 3. NAME (Last, First, Micdie) 4. DATE OF BIRTH 5. OFFICE SYMBOL | 6. OFFICE TELEPHONE NUMBER
(MMDD) 2. COMMERCIAL b. DSN
Doe, John C. 0172 FMB (999 999-9999 999-9999
Ta_US Citizen? d. BUSINESS MAILING ADDRESS Ba. TYPE OF INVESTIGATION b. DATE OF INVESTIGATION
ves 95 AB/FM NAC 20020215

NO (If No-Indicate Courtry of Citizenshigy Base XXX, CA. 999999999

b. SOCIALSECURITY NUMBER [c. CONTRACTOR

999-99-9999 ves [ ] wo

. PERSONNEL SECURITY SPECIALIS TIREPRESENTATIVE SIGNATURE

Signature of Security Officer

9. SYSTEM TO BE ACCESSED ~ HQDLA LAN

(" Appropriate Organization) [ s s e s

[Joss

[ oter

10.a List Application(s) or Web Ste
FAS Enterprise Server Buyer Permissions and AF Line of Accounting write permission; DODAAC FPXXXX

10b Other Users FAX: 888-1111 User Email: john.c.doe@® abx.af.mil

10c BSM(Choose) || DE or | ] BPC:
[ vom [ Harvest [1 Remeay 1 o2 1 v [ see
11. TERMINAL AREA SECURITY a. PHONE NUMBER b, DATE C. SIGNATURE
OFFICER (TASO) Mary C. Securely 999-1111 mary.c.securely@ abx.af.mil 14 Nov 03
b. PHONE NUMBER c DATE o, SIGNATURE
12 SUPERVISOR Robert J. Money 9992222 robert.money@ fbxx.af.mil 12 Nov 03
C. SIGNATURE
13.. INFORMATION SYSTEM SECURITY OFFICER (1S50) & EHONENUMBER 5. DATE

DLA FORM 1811, OCT 2002 PREVIOUS EDITION IS OBSOLETE

FormFlow (DLA)






Attachment 2, DLAH Form 1728 Instructions and Example

1. The blocks identified below are mandatory and the information for each block must be typed or hand scribed in legible print.  Attach this form to the DLA Form 1811 and forward them to the appropriate Service Representative or DESC Sponsor as indicated in Atch 4.    
Block 1-8:  The information requested for these blocks is self-explanatory and applies to the individual requiring system access.

Block 9:  Enter the name of the company the requestor works for.

Block 10: Enter the name of the contracting activity sponsoring the requestor’s company. 

Block 11:  Enter the required ADP level for the system access required by the requestor.  (Reference Para 1.2.1 above)

Block 12:  Enter the contract number.

Block 13:  Enter the date the contract expires. 

Block 14:  Check appropriate box if a DLA HQ complex badge is required.

Block 15: Enter reason access to DLA Headquarters Complex access is required only if you work at the HQ DLA complex.  Otherwise enter “No Badge Required.”

Block 16a:  Requestor must sign this block.

Block 16b:  Requestor’s voice phone number

Block 16c:  Date requestor signed the form.

Block 16d/e:  Requestor’s complete e-mail address

Block 17a:  Typed/printed name of Service or DESC sponsor of contract.

Block 17b:  Name of activity or organization the sponsor works for.

Block 17c:  Phone number of sponsor.

Block 17d:  Signature of sponsor.

Block 17e:  Date sponsor signed the form.

Block 17f/g:  Complete email address of sponsor.

2. Part II.  This section must be completed by DLA Security for DESC/DLA sponsored contracts.

DLAH Form 1728; Example  

[image: image2.jpg]REQUEST FOR HQ COMPLEX CONTRACTOR'S BADGE

PRIVACY ACT STATEMENT
AUTHORITY: Section 21, 50 U.S.C. 781 et seq; Executive Order 10450,

PRINCIPAL PURPOSE(S):  To control access 1o and movement on DeD Installations, buildings, or facilities.

X Used by General Services Administration Protective Service Personnel for access cantrol and for any of the Blanket Routine Uses
. published by DLA.

Voluntary. However, failure to provide all the requested information may result in refusal 10 grant access 10 the Installation,

DISCLOSURE: building, or facility.

DLA PRIVACY ACT SYSTEM NOTICE S500.50 DLA-} APPLIES

PART | - TO BE COMPLETED BY SPONSOR OF CONTRACTOR

ADP Contractors must meet the security requirements in accordance with DoD Directive 5200.28, Security Reauirements for Automated Information Systems,
DLAR 5200.17, Security Requirements for Automated Information and Telecommunications Systems: DoD 5200.2-R and DLAR 5200.11, Personnel Security
Program security requirements. ADP | contractors must have a favorable SSBI and ADP Il and Il contracters must have a favorable NAC. ALL OTHER
CONTRACTORS MUST HAVE A FAVORABLE NAC FOR BUILDING ACCESS.

1. NAME (Last. First, Ml) 2850 3. DATE OF REQUEST
Doe, John C. 999-99-9999 27 Oct 03
4. DATE OF BIRTH | 5. PLACE OF BIRTH 6. EYE COLOR 7. HAIR COLOR 8. HEIGHT
Jan 16, 72 Big Town, CA USA Blue Brown 6ft1in
9. COMPANY NAME 10. CONTRACTING ACTIVITY/SPONSOR 11. INDICATE ADP LEVEL {If gppiicabile)
Acme Fuel Pipeline, Inc DESC-F D ADP1 D ADP Il ADP I

12. CONTRACT NO. (if mos¢ space Js required, use block 15) 13. DATE CONTRACT EXPIRES
SPO600-00-D-9999.  Delivery Order 1003 28 Feb 05
4. REASON FOR ISSUANCE (X" gppropriate biock)

a. INITIAL ISSUE [ b RENEWAL texpirect pass must be wned in) [ e rost

[ o soen [ e oestroven [ . NAME CHANGE ot pass must be turned )

15. JUSTIFICATION FOR BADGE
Individual will be required to work at DLA Headquarters on a daily basis and will require system access to the FAS Enterprise

Server,

16. REQUESTOR
‘a. SIGNATURE OF REQUESTOR b. TELEPHONE NUMBER
Signature of John C. Doe (999) 999-9999
c. DATE SIGNED d. E-MAIL ADDRESS . EMAIL Extertion
1 Nov 03 John.C.Doe@dla.mil
17. SPONSOR
a. NAVE b. ACTIVITY . TELEPHONE NUNBER
Jane C. Fulie DESC-F (703) 767-9999
d. SIGNATURE 0. DATE SIGNED | 1. E-MAIL ADDRESS 9. EMAIL Extention
Signature of Jane C. Fulie 7 Nov 03 Jane.C.Fulie@dla.mil
PART Il - TO BE COMPLETED BY SECURITY
18.a. TYPE OF INVESTIGATION | b. DATE INITIATED | ¢. DATE COMPLETED | 20.a. BADGE NO: 1234
(1) NAC / NACI /[ PRS 10 Nov 03 24 Nov 03 b.ISSUE DATE: 25 Nov 03
2 B/ BIFR €. EXPIRATION DATE (/our months lor an initiated investigation,
length of coniract, NTE 1 year, for completed investigation):
(3) SSBI / SBPR 25 Nov 04
19. SIGNATURE OF PERSONNEL SECURITY SPECIALIST (DASC-HPS) 21, SIGNATURE OF ISSUING OFFICIAL (DASC-/SC/
Mary J. Securely
2. E-MAIL ADDRESS b. EMAIL EXTENSION 2. EMAIL ADDRESS b. EMAIL EXTENSION

Mary.J.Securely@dla.mil

DLAH FORM 1728, MAY 98 (EG)




Attachment 3, DISA Form 41 Instructions and Example

AUTHORITY: DOD Directive 5200.2/28 and published Defense Information Systems Agency (DISA) security instructions, which conform to national defense and federal information processing standards.
1.  Military Service sponsored contractors must complete the DISA Form 41 and attach it to the DLA Form 1811.  Forward the completed forms to the appropriate Service Representative or DESC Sponsor as indicated in Atch 4.    
DISA Form 41, page one has Part I through IV.  Page two has Part V only.

The following BOXES MUST BE COMPLETE.  Recommend the form be typed, but if printed ensure the print is clearly legible:

PART 1 Box 1-8 – Information for individual requiring system access.      
Box 1:  Use complete full name, to include middle name

Block 2:  SSAN of person requiring access

Box 3: e.g. DESC 

Box 4: e.g. DCM

Box 5: N/A

Box 6: e.g. Supply Tech, etc.

Box 7: e.g. SSgt
Box 8: DSN (If no DSN, please include area code/commercial #).
USER MUST SIGN and DATE PART 1

PART 2 Box 9-14 – Must be completed by users Security Officer/Provost Marshall for all U.S. Military Services sponsored contractors or foreign nationals. 

SECURITY OFFICER/Provost Marshall MUST SIGN and DATE PART 2


Block 9: Type of clearance (if any)


Block 10: Type of investigation (mandatory)


Block 11: Date of investigation (mandatory)

Block 12: Signature Block and Signature of Security Officer or Provost Marshall (Mandatory)


Block 13: DSN  (If no DSN, enter commercial area code and number. (Mandatory)


Block 14: Date signed (Mandatory)
PART 3 Box 15-22: Must be completed by Supervisor of person requiring system access. 

Box 15: e.g. FAS Enterprise Server (FES)

Box 16: NO

Box 17: Functional

            Box 18: Enter description of job responsibilities that require your access to FES.  (I.e. “Fuel buyer, responsible for validation of fuel chargers and challenges for invalid charges.” Or Unit budget analyst need read only permissions to download reports relevant to fuel consumption and expenditures,” Etc.).  

Boxes 19-22: self-explanatory (Mandatory)

Boxes 23-26:  leave blank 

USER’S SUPERVISOR MUST SIGN and DATE PART 3

PART 4 Boxes 27-32 - Blank

PART 5 Box 33-34 – Must be completed by the local TASO or DESC Sponsor.

Box 33a-33g:  Complete only for DESC systems access is required for.

Box 34: Enter the following TASO statement and personal information: 

This original document is on file at my location and will be produced to support a security audit Fuels Automated System Enterprise Server (FES).  

TASO NAME (Typed or printed)

TASO signature

TASO e-mail

TASO telephone number (DSN)

TASO telephone number (commercial)

TASO mailing address

Note: The DOD requires "the original Form 41 with signatures be filed with the local Terminal Area Security Officer (TASO) location to be provided to the DODIG or GAO when requested for audit purposes."  This original form once completed must be kept on file for the life of the user plus one year. The FES will accept and process FAX copies of the original form completed in accordance with these instructions

DISA Form 41, Page Example 

[image: image3.jpg]SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR}

PRIVACY ACT STATEMENT

Public Law 99474, the Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, authorizes collection of this information. The information
will be used to verify that you are an authorized user of a Government automated information system (ALS) andJor to verify your level of Government security
clearance.  Although disclosure of the information is voluntary, failure to proyide the inforniation may impede or prevert the processing of your "System
Autborzation Access Request (SAARY". Disclosure of records or the inforation contir theten may be 3 feally diclosed outside The DD acconding
1o the "Blanket Routine Uses" set forth at the beginning of the DISA compilation of Systems of Tecords, published amually i the Federal Register. and the
disclosures generally permitied under 5 U.S.C. 552a(b) of the Privacy Act.

TYPE OF REQUEST DATE
X nmaL [] mopiFicaTion [1 peLeTion 20031219
PART | (To be conpleted by User)
1. NAME (LAST, Fir, Mi) 2. SOCIAL SECURITY NUMBER
Doe, John C. 999-99-9999
3. ORGANIZATION 4. OFFICE SYMBOL/DEPARTMENT | 5. ACCOUNT CODE
95 ABW, Fighter AFB. GA 99999-999 FMB n/a
6. JOB TITLEFUNCTION 7. GRADE/RANK 3. PHONE (DSN)
Budget Analyst n/a 999-9999

STATEMENT OF ACCOUNTABILITY

T understand. my obligation o protect my pussword.. 1 assume the responsibility for data and system [ am granted aceess to. 1 will not exceed my
authorized access.

USER SIGNATURE DATE
20031219
PART Il (To be completed by User's Security Marager)

9. CLEARANCE LEVEL 10. TYPE OF INVESTIGATION 1. DATE OF INVESTIGATION
ADP II. NO CLEARANCE NACI 20030115
12. VERIFIED BY (Signaucre) 13. PHONE NUMBER 14. DATE

999-0000 20031219

PART Il (T2 be completed by User's Supervisor)
15. ACCESS REQUIRED (Locasian) - i.e DMC or DMC's
FAS Enterprise Server (FES)
16. ACCESS TO CLASSIFIED REQUIRED? | 17. TYPE OF USER || SECURITY ADMINISTRATOR
APPLICATION DEVELOPER
X no [ ves X FuncionaL [ svsTEM [ S pecity)

18. JUSTIFICATION FOR ACCESS
Individual is required to have access to the FES to validate fuel charges. The user is also responsible to maintain the Air Force
Line-of-Accounting table in FES.

VERIFIGATION OF NEED TO KNOW
1 certify that this user requires access as requested in the performance of his/her job function.

19. SIGNATURE OF SUPERVISOR 20. ORG./DEPT. 21. PHONE NUMBER | 22. DATE
95 FB/FM 9999-1111 20031219
23. SIGNATURE OF FUNCTIONAL DATA OWNER/OPR 24. ORG./DEPT. 25. PHONE NUMBER | 26. DATE

PART IV (To be conpleied by AIS Security Staff adding user)

27. USERID (Mainframe) 28. USERID (Mid-Tier) 29. USERID (Network)

30. SIGNATURE 31. PHONE NUMBER 32. DATE

DISA Form 41, SEP 1996 (EF) FormFlow V2,15 (DLA]






DISA Form 41, Page 2; Example

[image: image4.jpg]PART V. (Cant I custonized by DISA or Cusiomer vitle DISA approval (Opiional))
(To be complesed by User)

33. ACCESS REQUESTED _(Si¢ specific sysienn or applicaiion injormation)

a. SYSTEM{S} b. DOMAIN(S}
FAS Enterprise Server (FES)

c. SERVERIS}

d. APPLICATIONI{S}

e. DIRECTORIES

9. DATASETS

34. OPTIONAL USE
Required TASO Statement and personal information:

This original document is on file at my location and will be produced to support a security audit when required.
TASO Name: Mary J. Securely

TASO Signature:

TASO Email: mary.j.securely@ abxxx.af.mil

TASO DSN: 999-1234

TASO Commercial Phone: 999-999-1234

TASO Address: 999 South Gate Rd
ABXXXX. GA, 99999-999

DISA Form 41, SEP 1996 (EF)

LA (k. Gookl




Attachment 4, DESC Sponsor / Service Representative Information

Air Force:   
Email Address:  desc.usaf.spt@dla.mil
DSN:  427-8343

Commercial: (703) 767-8343
FAX:
427-8676 

Commercial: (703) 767-8676

Army: 
Email Address: desc.usa.spt@dla.mil


DSN:  427-8611/8650

Commercial: (703) 767-8611/8650



FAX:  427-0669

Commercial: (703) 767-0669

Navy:

Email Address: desc.usn.spt@dla.mil


DSN:  427-7342/7398

Commercial:  (703) 767-7342/7398



FAX: 427-7389

Commercial: (703) 767-7389

Other :

Email Address : desc.nondod.spt@dla.mil


DSN :  427-8516

Commercial : (703) 767-8516



FAX:  427-9690

Commercial (703) 767-9690

DESC Security Team:



Email Address: desc.security@dla.mil


DSN:  427-8439

Commercial: (703) 767-8439



FAX:  427-8746

Commercial: (703) 767-8746












